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Abstract Abstrak 
Interactions of Generation Z in increasingly unrestricted digital spaces can 
trigger the toxic online disinhibition effect. This study examined the 
relationships between anonymity, social media usage duration, and platform 

characteristics with toxic online disinhibition effect among Generation Z 
users in Java Island. A quantitative correlational design was employed with 
280 participants (35 males, 245 females; M age = 21.96) selected via quota 
sampling. Instruments included an anonymity scale, measures of usage 

duration and platform characteristics, and a toxic online disinhibition 
effect scale. Data were analyzed using multiple linear regression with classical 
assumption tests, alongside nonparametric tests for demographic variables. 

Results indicated that anonymity, usage duration, and platform 
characteristics jointly explained 23.2% of the variance in toxic disinhibition (R²  
= .232), with anonymity as the strongest predictor. A follow-up model 
examining individual platforms explained 26.3% of the variance, showing that 

usage exceeding three hours daily and use of Twitter/X and TikTok were 
significantly associated with increased toxic disinhibition, whereas Instagram 
and Facebook showed no significant effect. Toxic disinhibition also differed 

significantly across platforms overall, but not by gender or age. These findings 

suggest that the toxic online disinhibition effect arises from a complex 
interaction of individual factors, usage behaviors, and platform 
characteristics, highlighting the need for interventions that consider both the 
duration of use and the unique dynamics of each social media platform. 

 

Interaksi Generasi Z di ruang digital yang semakin tidak terbatas berpotensi  
memunculkan toxic online disinhibition effect. Penelitian ini bertujuan untuk 
mengkaji hubungan antara anonimitas, durasi penggunaan media sosial, 

dan karakteristik platform dengan toxic online disinhibition effect pada 
pengguna Generasi Z di Pulau Jawa. Desain penelitian menggunakan 
pendekatan kuantitatif korelasional dengan 280 partisipan (35 laki-laki, 245 
perempuan; M usia = 21,96) yang dipilih melalui teknik quota sampling. 

Instrumen penelitian meliputi skala anonimitas, pengukuran durasi  
penggunaan dan karakteristik platform, serta skala toxic online disinhibition 
effect. Analisis data dilakukan menggunakan regresi linear berganda 

setelah uji asumsi klasik, serta uji beda nonparametrik untuk variabel 
demografis. Hasil menunjukkan bahwa anonimitas, durasi penggunaan, dan 
karakteristik platform secara bersama-sama menjelaskan 23,2% varians 
toxic disinhibition (R² = 0,232), dengan anonimitas sebagai prediktor  

terkuat. Model lanjutan yang menguji platform secara individual 
menjelaskan 26,3% varians, menunjukkan bahwa penggunaan lebih dari tiga 
jam per hari serta penggunaan Twitter/X dan TikTok berhubungan signifikan 
dengan peningkatan toxic disinhibition, sedangkan Instagram dan 

Facebook tidak menunjukkan pengaruh signifikan. Toxic online disinhibition  
juga berbeda signifikan antar-platform secara keseluruhan, namun tidak 
berbeda berdasarkan gender atau usia. Temuan ini menegaskan bahwa 

perilaku toxic online disinhibition muncul dari interaksi kompleks antara 
faktor individual, perilaku penggunaan, dan karakteristik platform, 
sehingga intervensi perlu mempertimbangkan durasi penggunaan serta 
dinamika tiap platform media sosial.  

 
 
 

Keyword : anonimity; toxic online disinhibition effect; Z generation; social 
media use 

Kata Kunci : anonimitas; efek disinhibisi online toksik; generasi Z; 
penggunaan media social 

Copyright (c) 2026 Karimatul Rizqi & Sabiqotul Husna 

 

Received 30/03/2026 Revised 11/07/2026 Accepted 27/08/2026 

 

http://issn.pdii.lipi.go.id/issn.cgi?daftar&1548134037&1&&
http://issn.pdii.lipi.go.id/issn.cgi?daftar&1344398087&1&&
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
http://e-journals.unmul.ac.id/index.php/PSIKO/index


Behind the Screens: How Anonymity, Social Media Usage, and Platform Type Fuel Toxic Online Disinhibition in Gen Z  
(Karimatul Rizqi & Sabiqotul Husna)  

 

DOI: http://dx.doi.org/10.30872/psikostudia.v15i3.26396  623 
 

INTRODUCTION 

Generation Z is the first generation to grow up fully 
immersed in digital technologies and social networking 
platforms, relying on social media not only for interpersonal 
communication but also for learning, entertainment, 
information seeking, and identity construction Social media 
has thus become a dominant environment for developing 
social relationships and expressing thoughts and emotions, 
creating both opportunities and psychological challenges 
associated with digital interaction (Mustaqimmah & Sari, 
2021; Nadila, 2022; Pujiono, 2021). 
 While social media facilitates communication and 
knowledge sharing, it also increases exposure to harmful 
online behavior. One phenomenon receiving increasing 
scholarly attention is the toxic online disinhibition effect, 
defined as the tendency to express hostility, aggression, or 
other socially inappropriate behavior online that individuals 
would be unlikely to display face-to-face. This tendency arises 
because digital environments reduce social constraints, 
increase perceived freedom of expression, and weaken 
immediate interpersonal accountability (Suler, 2004, 2005; 
Christopherson, 2007; Lapidot-Lefler & Barak, 2012). This 
phenomenon appears increasingly relevant in Indonesia. 
Microsoft's Digital Civility Index reported Indonesian internet 
users showing one of the lowest levels of online civility in 
Southeast Asia despite the country's offline reputation for 
friendliness (Microsoft, 2021;  CNN, 2022), with 19% of 
respondents reporting cyberbullying victimization and 47% 
reporting involvement in online bullying, while KOMINFO 
documented tens of thousands of public complaints about 
harmful content, particularly pornography and hate speech 
(CNN, 2021; Komdigi, 2020; Microsoft, 2020) 
 These behaviors reflect the destructive dimension of 
online disinhibition, manifesting as offensive language, 
hostile criticism, hate speech, threats, cyberbullying, and 
participation in deviant online communities individuals would 
normally avoid offline (Suler, 2004; Lapidot-Lefler & Barak, 
2012; Kiswantomo et al., 2022). Joinson (2001) further 
suggested online disinhibition manifests through increased 
self-disclosure, while its aggressive dimension appears as 
flaming, hostile communication intended to provoke conflict 
(Joinson, 2001; O’Sullivan & Flanagin, 2003; Moor et al., 2010).  
Among the factors explaining toxic online disinhibition, 
anonymity has received the greatest empirical attention. The 
Online Disinhibition Effect theory holds that online 
environments reduce behavioral restraint through 
mechanisms including dissociative anonymity, invisibility, 
asynchronicity, dissociative imagination, solipsistic 
introjection, and minimization of status and authority (Suler, 
2005), with dissociative anonymity considered the strongest 
predictor because users perceive their online identity as 
detached from their real-world identity, reducing 
accountability (Suler, 2004; Suler, 2005). Lapidot-Lefler & 
Barak (2012) demonstrated that anonymity significantly 
increases toxic disinhibition, consistent with Zimbardo's 
(1969) deindividuation experiment showing that individuals 
with concealed identities are more likely to display 
aggression. 

 Anonymity refers to a condition in which identity 
cannot be identified or linked to one's offline identity during 
online interaction(Christopherson, 2007; Mukhoyyaroh, 
2020), encompassing not only complete absence of identity 
but also pseudonymous, hard-to-trace profiles (Pfitzmann & 
Hansen, 2008), conceptualized through unobservability, 
unlinkability, and pseudonymity. These characteristics reduce 
social accountability and increase willingness to express 
opinions and disclose information more openly  (Joinson, 
2001; Christopherson, 2007; Suler, 2004). Anonymous 
accounts remain common: a Kaspersky survey found roughly 
a third of Asia-Pacific internet users maintain anonymous or 
pseudonymous accounts, highest in Southeast Asia 
(Kapersky, 2020), used to protect privacy, control personal 
identity, express controversial opinions, seek sensitive 
information, and present a truer self than possible face-to-
face (Bargh et al., 2002; Qian & Scott, 2007; Kang et al., 2013;  
Hollenbaugh & Everett, 2013), consistent with our preliminary 
survey. Yet anonymity may also facilitate negative behavior 
by reducing perceived accountability and fear of social 
evaluation, making hostility, offensive comments, hate 
speech, and cyberbullying more likely than under identifiable 
conditions (Suler, 2004;  Christopherson, 2007; Lapidot-Lefler 
& Barak, 2012), so higher perceived anonymity is theoretically 
expected to increase toxic online disinhibition. 
 Intensity of social media use is another important 
contextual predictor: media-effects perspectives suggest 
repeated exposure to digital media shapes users' cognitive, 
emotional, and behavioral processes (Van Doorn et al., 2010; 
Valkenburg, 2022), with longer use increasing exposure to 
provocative content and emotionally charged interaction, 
potentially weakening inhibition. Intensive use is empirically 
associated with cyber aggression, cyberbullying, and 
emotional dysregulation among adolescents and young 
adults (Kuss & Griffiths, 2017; Beyens et al., 2020; Sobkin & 
Fedotova, 2021;  Nobakht, et al., 2026; Giannakopoulos & 
Prassou, 2025). 
 Platform characteristics constitute a further 
contextual factor, since platforms differ in communication 
affordances, algorithmic structures, interaction norms, and 
content visibility (Zhao et al., 2016). Open-discussion, high-
virality platforms like Twitter/X facilitate ideological 
clustering and echo chambers that intensify polarization   
(Cinelli et al., 2021). TikTok's recommendation algorithm 
promotes continuous scrolling and rapid emotional 
engagement, potentially increasing impulsive commenting 
(Montag, et al., 2021), while Instagram emphasizes visual self-
presentation and identity management, producing different 
interaction patterns (Highfield & Leaver, 2016). 
 Previous studies consistently show toxic online 
disinhibition is shaped by both individual and contextual 
factors, anonymity being among the strongest predictors 
(Suler, 2004; Suler, 2005; Lapidot-Lefler & Barak, 2012) 
alongside intensive use (Keles et al., 2020; Kuss & Griffiths, 
2017; Beyens et al., 2020) and platform characteristics (Cinelli 
et al., 2021; Montag, et al., 2021;  Zhao et al., 2016). However, 
these predictors have predominantly been examined 
separately, leaving their simultaneous contribution 
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underexplored, particularly in non-Western contexts, even 
though online behavior likely emerges from the interaction 
between psychological characteristics, media-use patterns, 
and platform-specific environments rather than a single 
determinant (Suler, 2004; Suler, 2005; Valkenburg, 2022; 
Lapidot-Lefler & Barak, 2012). 
 The present study integrates these three predictors 
within a single conceptual framework grounded in the Online 
Disinhibition Effect theory (Suler, 2004, 2005)and the 
Differential Susceptibility to Media Effects Model (DSMM), 
which holds that media effects result from interactions 
between media characteristics, patterns of use, and user 
characteristics (Valkenburg, 2022).  Here, perceived 
anonymity represents diminished accountability, duration of 
use reflects repeated exposure, and platform characteristics 
represent the socio-technical context shaping 
communication norms and engagement. 
 Although research on toxic online disinhibition has 
grown internationally, evidence from Indonesia remains 
scarce, particularly among Generation Z, and most prior 
studies were conducted in Western or experimental settings, 
limiting cross-cultural generalizability. This study therefore 
proposes that toxic online disinhibition emerges from the 
interaction between individual perceptions and the digital 
environment, anonymity reducing accountability, prolonged 
use intensifying exposure to provocative content, and 
platform characteristics shaping behavior through differing 
affordances and norms (Cinelli et al., 2021; Suler, 2004, 2005; 
Valkenburg, 2022), and examines these three predictors 
jointly among Generation Z social media users in Java, 
Indonesia, extending the Online Disinhibition Effect theory to 
a non-Western context. 
 Based on this framework, the following hypotheses 
were proposed: H1. Perceived anonymity positively predicts 
toxic online disinhibition. H2. Longer duration of social media 
use positively predicts toxic online disinhibition. H3. Platform 
characteristics significantly predict toxic online disinhibition. 
H4. Perceived anonymity, duration of use, and platform 
characteristics jointly predict toxic online disinhibition. The 
novelty of this study lies in integrating these three predictors 
into a single explanatory model within a non-Western setting, 
contributing to the literature on digital behavior while 
offering practical implications for digital literacy, healthier 
online communication, and evidence-based prevention 
strategies among young social media users. 
 

METHODS 

Study Design and Participants 
 This study used a quantitative correlational design to 
examine relationships between perceived anonymity, 
duration of social media use, and platform characteristics 
(independent variables) and toxic online disinhibition 
(dependent variable) among Generation Z social media users, 
a design appropriate for testing predictive relationships 
within a regression framework (Creswell & Creswell, 2017). 
The target population comprised Generation Z individuals 
aged 10–25 residing on Java Island, Indonesia, who actively 
used at least one social media platform. Perceived anonymity 

was not an inclusion criterion, as it was measured as a 
continuous psychological construct. 
 Because no complete sampling frame existed for 
this geographically dispersed, digitally interacting 
population, a non-probability quota sampling technique was 
used, with quotas allocated by provincial population 
distribution to improve demographic representation and 
reduce geographic concentration. Although not producing 
probabilistic representation, quota sampling is considered 
appropriate when sampling frames are unavailable and 
random access to the population is impractical. 
 Minimum sample size was determined using 
G*Power 3.1 (fixed-model multiple linear regression, R² 
deviation from zero), specifying a medium effect size (f² =  
.15), α = .05, power = .80, and three predictors, yielding a 
minimum of 115 participants; substantially more respondents 
were recruited to improve precision. Provincial quotas were 
allocated proportionally based on the 2020 Indonesian 
Population Census (Badan Pusat Statistik, 2021), with the 
largest quota assigned to West Java, followed by East Java, 
Central Java, Banten, Jakarta, and Yogyakarta. 
 
Measures 
Toxic Online Disinhibition Effect 

Toxic online disinhibition was measured using a scale 
developed based on the dimensions proposed by Joinson 
and operationalized by Satriawan (2016) consisting of self-
disclosure and flaming. Higher scores indicated stronger 
tendencies toward toxic online disinhibition. 
Perceived Anonymity 

Perceived anonymity was assessed using a modified 
version of Chairunnisa's (2018) anonymity scale, which was 
developed based on the anonymity framework proposed by  
Pfitzmann & Hansen (2008). The scale measures three 
dimensions of anonymity: unobservability, unlinkability, and 
pseudonymity. Higher scores reflected greater perceived 
anonymity during online interactions. 
Content Validity and Reliability 
 Content validity was evaluated by two psychology 
academics using Aiken's V coefficient Aiken (1985), with 
values ≥ 0.50 considered acceptable. Item discrimination was 
then assessed using corrected item-total correlations, 
retaining items with coefficients ≥ .30 (Azwar, 2011). Internal 
consistency was evaluated using Cronbach's alpha, with 
coefficients above .70 indicating acceptable reliability and 
above .80 indicating good reliability (Hair et al., 2010;   Field, 
2018). Alpha in this study was .780 for the Toxic Online 
Disinhibition Scale and .917 for the Perceived Anonymity 
Scale, indicating satisfactory internal consistency. 
Duration of Social Media Use 
 Participants reported their average daily duration of 
social media use by selecting one of three categories: less 
than one hour, one to three hours, or more than three hours 
per day. These categories were adapted from previous 
studies indicating that social media use exceeding three 
hours per day represents intensive use and is associated with 
increased psychological risk (Twenge et al., 2018; Riehm et al., 
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2019). For regression analysis, duration was dummy coded (0 
= ≤3 hours/day; 1 = >3 hours/day). 
 

Platform Characteristics 

 Participants identified the social media platforms 
they actively used from four options: Instagram, Twitter/X, 
TikTok, and Facebook. Because participants were allowed to 
report more than one platform, each platform was 
represented as a separate binary variable (0 = not using; 1 = 
using). This coding approach enabled estimation of the 
unique contribution of each platform while controlling for 
the other predictors included in the regression model. 

 
Data Analysis 
 All statistical analyses were performed using Jamovi 
(Version 2.5). Preliminary analyses examined outliers 
(boxplots), residual normality (Shapiro–Wilk test), linearity, 
homoscedasticity (residual-versus-fitted plots), and 
multicollinearity (VIF), with assumptions considered satisfied 
when residuals were normally distributed (p > .05), 
deviations from linearity were non-significant (p > .05), and 
VIF values were below 5 (Field, 2018). 
 Hypotheses were tested using multiple linear 
regression, with toxic online disinhibition as the dependent 
variable and perceived anonymity, duration of social media 
use, and platform characteristics entered simultaneously as 
predictors. Duration of use was entered as a dummy variable 
(0 = ≤3 hours/day, 1 = >3 hours/day), and each platform was 
represented by a separate binary indicator (0 = not using, 1 = 
using). Results are reported as unstandardized coefficients 
(B), standardized coefficients (β), t values, p values, 
confidence intervals, and R², estimating both individual and 
combined contributions of the predictors. 
 

RESULTS 

 Table 1 presents the demographic characteristics of 
the 280 Generation Z participants. The sample was 
predominantly female (n = 245, 87.5%; male n = 35, 12.5%), and 
most reported spending more than three hours per day on 
social media (n = 219), indicating high daily engagement. 
Geographically, the largest proportion resided in West Java 
(n = 101), though provincial distribution was not proportional 
to the Generation Z population across Java's provinces, so 
findings should be generalized with caution. Most 
respondents were aged 22–25 years (n = 161), and Instagram 
was the most frequently used platform, followed by 
Twitter/X. 
 The pronounced gender imbalance may reflect 
differential willingness to complete self-administered 
questionnaires, as female respondents are often more willing 
than males, compounded by snowball recruitment through 
social media networks. The sample composition should 
therefore be regarded as the empirical distribution of 
participants successfully recruited rather than a proportional 
representation of Generation Z in Java, meaning the findings 
may more strongly reflect female respondents' online 

experiences and should be generalized accordingly with 
caution. 

Table 1. Demographic Characteristics of the 
Participants (N =280) 

Sex N Percentage 
Male 35 12,5% 
Female 245 87,5% 
Total 280 100% 
Average Daily Social 
Media Use 

N Percentage 

< 1 hour 3 1,08% 
1 – 3 hours 58 20,71% 
> 3 hours 219 78,21% 
Total 280 100% 
Provincial Distribution 
of Participants 

N Percentage 

West Java 101 36,07% 
Central Java 67 23,92% 
East Java 47 16,79% 
Jakarta Special Capital 
Region 

24 8,57% 

Special Region of 
Yogyakarta 

22 6,79% 

Banten 19 7,86% 
Total 280 100% 
Age Distribution of 
Participants 

N Percentage 

18-21 years old 119 42.5% 
22-25 years old 161 57.5% 
Total 280 100% 

Social Media Platforms 
Used (Participants Could 
Select More Than One 
Platform) 

N Percentage 

Instagram 190 31,93% 
Twitter 154 25,88% 
Facebook 108 18,15% 
TikTok 92 15,46% 
Other 51 8,57% 

 Participants' scores were categorized into low, 
moderate, and high levels based on each scale's hypothetical 
mean and standard deviation. For perceived anonymity, most 
participants fell into the moderate category (n = 173, 62%), 
followed by high (n = 99, 35%) and low (n = 8, 3%), indicating 
generally moderate-to-high perceived anonymity. A similar 
pattern emerged for toxic online disinhibition, with most 
participants in the moderate category (n = 165, 59%), followed 
by low (n = 97, 35%) and high (n = 18, 6%). 
 While both variables showed comparable 
distributions dominated by the moderate category, the high 
category was more prevalent for perceived anonymity than 
for toxic online disinhibition, suggesting that high perceived 
anonymity did not necessarily translate into high toxic online 
disinhibition. 
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Table 2. Classification of Participants' Scores on Perceived 
Anonymity and Toxic Online Disinhibition (n=280) 

Variables Category Score 
Range 

n Percen
tage 

Anonimity Low X < 43,3 8 3% 
Moderate 43,3 ≤ X < 

56,7 
173 62% 

High X ≥ 56,7 99 35% 
Toxic Online 
Disinhibition 

Effect 

Low X < 24 97 35% 
Moderate 24 ≤ X ≤ 

36 
165 59% 

High X > 36 18 6% 

 Prior to hypothesis testing, regression assumptions 
were examined (Table 3). The Kolmogorov–Smirnov test 

indicated normally distributed residuals (KS = 0.472, p = .982). 
Linearity was confirmed by a significant linear relationship 
between predictors and toxic online disinhibition (p < .001) 
with a non-significant deviation from linearity (p = .342). 
Boxplot inspection revealed no extreme outliers, the 
Breusch–Pagan test was non-significant (p = .351), indicating 
homoscedasticity, and VIF values (1.021–1.048) indicated no 
multicollinearity. All assumptions for multiple linear 
regression were therefore satisfied. 
 Although duration of social media use and platform 
characteristics were measured using single-item indicators, 
they were included as observed predictors to estimate their 
relative contributions to toxic online disinhibition. As single-
item measures do not permit estimation of internal 
consistency reliability, effects of these predictors should be 
interpreted with appropriate caution. 

Table 3. Results of Multiple Regression Assumption Tests 

Assumption Method Results Criterion Conclusion 
Residual 

normality 
Kolmogorov–

Smirnov 
KS = 0,472; p = 0,982 p > 0,05 Residuals were 

normally distributed 
Linearity Test of Linearity F Linearity = 45,763; p < 0,001; 

F Deviation from Linearity = 
0,987; p = 0,342 

p Linearity < 0,05 
dan p Deviation > 

0,05 

Linear relationship 
confirmed 

Homoscedasticity Breusch–Pagan 
Test 

BP = 3,28; p = 0,351 p > 0,05 No evidence of 
heteroscedasticity 

Outlier Boxplot 
inspection 

No extreme outliers detected No extreme outliers Assumption satisfied 

Multicollinearity Variance Inflation 
Factor (VIF) 

VIF = 1,021–1,048 VIF < 10 No evidence of 
multicollinearity 

 Hypothesis testing examined the contributions of 
perceived anonymity, duration of social media use, and 
platform characteristics in predicting toxic online 
disinhibition, using multiple linear regression with all three 
predictors entered simultaneously; duration of use and 
platform characteristics, both categorical single-item 
variables, were dummy-coded prior to analysis. 
 The model was statistically significant, F(3, 277) = 
27.91, p < .001, R = .482, R² = .232, adjusted R² = .224 (Table 4), 
indicating the three predictors jointly explained 23.2% of the 
variance in toxic online disinhibition. All three predictors 
showed positive, significant associations: perceived 
anonymity was the strongest (β = .405, t(277) = 7.32, p < .001), 
followed by duration of use (β = .218, t(277) = 3.98, p < .001) 
and platform characteristics (β = .195, t(277) = 3.55, p < .001), 
indicating higher anonymity, longer daily use, and platforms 
with greater anonymity and lower social regulation were 
associated with higher toxic online disinhibition. 

 
 
 
 

 

Table 4. Multiple Regression Analysis Predicting 
Toxic Online Disinhibition Effect 

Predictor B β t P 95% CI 
Constant 20.85 - 4.98 < 

.001 
[12.60, 
29.10] 

Anonymity  0.51 0.405 7.32 < 
.001 

[0.37, 
0.65] 

Duration of Social 
Media Use 
(dummy) 

0.29 0.218 3.98 < 
.001 

[0.15, 
0.43] 

Platform 
Characteristics 
(dummy) 

0.27 0.195 3.55 < 
.001 

[0.12, 
0.42] 

Note. The overall regression model was significant, R = 
.482, R² = .232, Adjusted R² = .224, F(3, 277) = 27.91, p < .001. 
Duration of social media use and platform characteristics were 
dummy coded prior to analysis. 

 Comparative analyses examined whether toxic 
online disinhibition differed by duration of social media use, 
gender, age, province, and platform. Significant differences 
emerged for duration of use, both as two groups (Z = −2.475, 
p = .013, r = .15) and three groups (χ² = 8.214, p = .016, ε² = .022), 
with small effect sizes indicating that longer use was 
associated with higher toxic online disinhibition. Significant 
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differences were also found across platforms (χ² = 10.532, p = 
.015). 
 In contrast, no significant differences emerged for 
gender (Z = −0.325, p = .745, r = .02), age (χ² = 0.887, p = .647, 
ε² < .001), or province (χ² = 4.102, p = .534, ε² < .001), with 

negligible effect sizes indicating minimal practical 
significance. Overall, behavioral characteristics of social 
media use, particularly duration and platform choice, were 
more strongly associated with toxic online disinhibition than 
demographic characteristics among Generation Z users. 

Table 5. Group Differences in Toxic Online Disinhibition Across Demographic Variables 

Variable Groups Test 
Statistic 

p-
value 

Effect 
size 

Interpretation 

Duration of Social Media Use (2 
groups) 

< 3 hours vs. > 3 hours Z = -2,475 0,013 r = 0,15 Significant 

Social media use (3 groups) <1 hour; 1–3 hours; >3 
hours 

χ² = 8,214 0,016 r = 0,15 Significant 

Sex Male vs. Female Z = -0,325 0,745 r = 0,02 NS 
Age <21; 21–24; >24 years old χ² = 0,887 0,647 ε² = 0,000 NS 

Province Six provinces in Java χ² = 4,102 0,534 ε² = 0,000 NS 
NS = Not Significant. 

 To provide a more comprehensive understanding of 
the predictors, an additional multiple linear regression was 
conducted including perceived anonymity, duration of use, 
and social media platform, with each platform (Instagram, 
Twitter/X, TikTok, Facebook) dummy-coded as a binary 
variable (0 = non-user, 1 = user). This coding allowed the 
independent contribution of each platform to be estimated 
while accounting for participants' potential use of multiple 
platforms. 

Table 4. Multiple Linear Regression Results with Dummy 
Variables for Social Media Platform Use as Predictors of 

the Toxic Online Disinhibition Effect 

Variables B SE β t p 
Constanta 18.72 2.95 - 6.34 < .001 
Anonimity 0.45 0.07 0.382 6.21 < .001 
Duration 

(>3 hours) 
1.98 0.76 0.148 2.61 0.009 

Instagram -0.85 0.68 -0.071 -1.25 0.213 
Twitter/X 2.14 0.73 0.176 2.93 0.004 

Tiktok 1.67 0.70 0.139 2.38 0.018 
Facebook 0.58 0.75 0.045 0.77 0.441 

Note. The overall regression model was significant, R = .513, R² = .263, 

adjusted R² = .247, F(6, 274) = 16.30, p < .001. Platform use was dummy-
coded (0 = non-use; 1 = use), so each coefficient reflects that platform's 
unique contribution to toxic online disinhibition after controlling for 

the other predictors. 

 Multiple linear regression was conducted entering 
anonymity, duration of use, and platform-use dummy 
variables (Instagram, Twitter/X, TikTok, Facebook) 
simultaneously. The overall model was significant, F(6, 274) = 
16.30, p < .001, R = .513, R² = .263, adjusted R² = .247, indicating 
all predictors collectively explained 26.3% of the variance in 
toxic online disinhibition. 
 Partially, anonymity (β = 0.382, t(274) = 6.21, p < .001) 
and social media use exceeding three hours per day (β = 
0.148, t(274) = 2.61, p = .009) had significant positive effects, 
as did use of Twitter/X (β = 0.176, t(274) = 2.93, p = .004) and 
TikTok (β = 0.139, t(274) = 2.38, p = .018), indicating users of 

these platforms tended to show higher toxic online 
disinhibition than non-users, controlling for other predictors. 
Instagram (β = −0.071, t(274) = −1.25, p = .213) and Facebook 
use (β = 0.045, t(274) = 0.77, p = .441) were not significant. 

 
DISCUSSION 

 This study demonstrates that the toxic online 
disinhibition effect among Generation Z cannot be explained 
solely by anonymity; rather, it results from the interplay of 
individual characteristics, patterns of social media use, and 
platform characteristics. Anonymity, duration of use, and 
platform characteristics were simultaneously associated with 
toxic disinhibition, with the regression model explaining 
23.2% of the variance. These findings support Suler's (Suler, 
2004, 2005). Online Disinhibition Effect theory, which 
attributes disinhibited online behavior to dissociative 
anonymity, invisibility, asynchronicity, and the limited 
presence of immediate social consequences. Consistent with 
this, Lapidot-Lefler & Barak (2012) showed that disinhibition 
depends not only on anonymity but also on broader 
interaction characteristics that reduce social constraints, 
manifesting as hostility, offensive language, hate speech, 
threats, and destructive criticism, reinforced by reduced 
social cues and limited interpersonal accountability online. 
Negative behavior on social media is thus better understood 
as multidimensional rather than the result of a single factor. 
 Only 8% of respondents showed high levels of toxic 
disinhibition. This may relate to the sense of freedom 
anonymity provides, combined with limited supervision of 
online content, which makes inappropriate behavior easier to 
display without clear consequences (Fazry & Apsari, 2021).  
Consistent with Suler (2005) and Lapidot-Lefler & Barak 
(2012), this study found a significant positive relationship 
between anonymity and toxic disinhibition: higher anonymity 
was associated with higher disinhibition. This pattern aligns 
with Lingam & Aripin's (2019) findings on flaming behavior, in 
which anonymity protects identity while enabling freer 
expression, with (Christopherson, 2007), who linked 
anonymity to greater willingness to express extreme 
opinions and reduced accountability, and with Joinson 
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(2001), who found that anonymity promotes self-disclosure 
while reducing self-control, which in certain contexts may 
develop into maladaptive expression. Individual differences 
in self-regulation likely compound this effect; research 
among Indonesian youth similarly shows that stronger 
internalization of values is associated with lower aggressive 
tendencies (Fauzan & Widiantoro, 2025), suggesting 
anonymity's influence interacts with individuals' capacity for 
self-regulation rather than operating uniformly. 
 Anonymity operates through concrete psychological 
mechanisms, not merely as a descriptive condition. Following 
Pfitzmann & Hansen (2008), it comprises unobservability, 
unlinkability, and pseudonymity, mechanisms that 
progressively reduce identity traceability and weaken 
accountability. In this study, 35% of participants reported high 
anonymity. Kang, et al (2013) suggested individuals turn to 
anonymity after negative experiences such as digital attacks 
or fraud, while others use it to manage boundaries across 
social contexts (Vitak, 2012). Suler (2004) explained this 
through dissociative anonymity, where the online self 
becomes psychologically detached from one's real identity, 
reducing felt obligation to social norms, a process further 
supported by  Joinson (2007). Marwick & Boyd (2014)  added 
that unclear audience contexts (context collapse) may push 
individuals toward more extreme behavior when identities 
are not tied to immediate consequences. Even so, 
anonymity's contribution in the regression model was 
limited, consistent with Lapidot-Lefler & Barak (2012), who 
argued that toxic disinhibition results from multiple 
interacting situational and individual factors rather than 
anonymity alone. 
 Duration of social media use also significantly 
predicted toxic disinhibition, consistent with literature linking 
heavier exposure to negative emotional responses, 
impulsivity, and problematic use (Beyens et al., 2020; Kuss & 
Griffiths, 2017; Valkenburg, 2022). Gulo & Gunawan (2021) & 
Istiqomah (2017) similarly found that greater social media use 
correlates with adolescent aggression, itself a manifestation 
of toxic disinhibition (Lapidot-Lefler & Barak, 2012). This 
pattern parallels findings among Indonesian youth more 
broadly, where heavy, fear-of-missing-out-driven 
engagement with social media has likewise been linked to 
problematic online behavior (Akbar et al., 2019). In this study, 
78% of respondents used social media more than three hours 
daily, and this group showed significantly higher toxic 
disinhibition than lighter users (Z = −2.475, p = .013), 
consistent with Kuss & Griffiths (2017) and  Beyens, et al 
(2020). 
 Platform characteristics also mattered: Twitter/X 
and TikTok significantly predicted toxic disinhibition, while 
Instagram and Facebook did not. Cinelli, et al (2021) linked 
Twitter's open, opinion-based structure to polarization and 
conflict, corroborated by Oldemburgo De Mello,  et al (2024), 
who found Twitter use associated with increased outrage 
shortly after exposure, and by Avalle, et al (2024), who 
showed toxicity rising with exposure to opposing viewpoints. 
For TikTok, Montag, et al (2021) and Doyle (2024) linked 
algorithmic amplification and rapid content consumption to 

greater reactivity and hostile commenting. Instagram's non-
significant effect may reflect its stronger emphasis on visual 
self-presentation and impression management over open 
debate (Highfield & Leaver, 2016). These results suggest 
platforms function as active psychosocial contexts shaping 
opportunities for disinhibited expression, not merely as 
neutral channels through which interaction occurs. 
 Gender and age showed no significant differences (p 
= .745 and p = .647, respectively), consistent with Barlett & 
Coyne. (2014),  who found gender gaps in online aggression 
narrowing as digital communication becomes more 
anonymous and indirect, and with the relatively 
homogeneous digital-native profile of Generation Z (Odgers 
& Jensen, 2020; Prensky, 2009). Notably, most respondents 
showed moderate-to-high anonymity (62% and 35%, 
respectively) but predominantly moderate-to-low toxic 
disinhibition (59% and 35%, with only 6% high), echoing Suler's 
(2004) distinction between benign and toxic disinhibition and  
Valkenburg's (2022) argument that effects depend on the 
interaction between individual traits and context of use, such 
as purpose of use, group norms, and prior digital experience. 
 Overall, these findings indicate that prevention 
efforts should not target anonymity alone but should 
combine digital literacy, healthier management of usage 
duration, and stronger platform design and 
moderation. Community and character-based interventions 
targeting adolescent social behavior more broadly, such as 
social skills training, have shown effectiveness in reducing 
bullying-related tendencies among youth (Hardhiyanti et al., 
2020), suggesting similar structured interventions may help 
curb toxic online disinhibition as well. Interventions focusing 
solely on reducing anonymity are thus unlikely to be sufficient 
on their own. 
Limitations 
 This study has several limitations that should be 
considered when interpreting the findings. First, the 
distribution of respondents was not proportional across 
provinces, and the sample was predominantly female; 
therefore, the generalizability of the findings to the broader 
Generation Z population should be approached with caution. 
Second, the use of an online survey and a cross-sectional 
design limited the verification of respondents’ characteristics 
and precluded causal inferences. Third, the research model 
explained only 23.2% of the variance in the toxic online 
disinhibition effect, indicating that other factors outside the 
model may also influence this behavior. 
 

 CONCLUSION 

 Based on the results and analyses conducted, it can 
be concluded that the toxic online disinhibition effect among 
Generation Z is a phenomenon influenced by the interplay of 
multiple factors, namely anonymity, duration of social media 
use, and platform characteristics. Anonymity was found to be 
a significant predictor that may weaken self-control and 
increase freedom of expression, thereby contributing to the 
emergence of toxic behavior. However, this role does not 
operate independently but interacts with usage intensity and 
the structural dynamics of individual platforms. Longer 
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durations of social media use are associated with greater 
exposure to online interactions, which, in turn, may increase 
the likelihood of negative emotional responses and 
disinhibited behavior. Meanwhile, platform characteristics 
also shape patterns of user interaction, with platforms 
characterized by openness and rapid information exchange 
potentially being more susceptible to extreme behaviors. 
 Overall, these findings emphasize that the toxic 
online disinhibition effect is not the result of a single factor 
but rather a complex and context-dependent phenomenon. 
Therefore, understanding this phenomenon requires 
consideration of the interplay among individual factors, 
patterns of social media use, and the digital environments 
that shape user behavior. Future research is recommended 
to employ more representative samples in terms of both 
geographic distribution and gender composition, as well as 
to consider other psychosocial variables relevant to the toxic 
online disinhibition effect. Future studies should also examine 
additional psychological variables and digital-environment 
characteristics, such as invisibility, trait impulsivity, online 
aggression, perceived social norms, and digital literacy, using 
longitudinal or experimental designs to obtain a more 
comprehensive understanding.  
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